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This policy gives guidance to the staff on the school’s CCTV usage. It should be read in conjunction with:

· Child Protection  Policy

· Health and Safety Policy

· GDPR Policies
· Behaviour and Relationship Policy

· Staff Behaviour Policy
Introduction

The purpose of this policy is to regulate the management, operation and use of the closed circuit television (CCTV) system at Bishopton, hereafter referred to as the school.

The CCTV system that is owned and used by the school comprises a number of fixed and dome cameras located around the school site. All cameras are monitored within the school by designated members of the school SLT (please see roles and responsibilities).

The implementation of this policy and code of practice is in line with the GDPR - Data Protection Act guidelines.

The code of practice will be subject to review annually, to include consultation as appropriate with interested parties.

Purposes of having CCTV
These are the following reasons why the school own and use a CCTV system:

· To protect the school buildings and their assets.

· To increase the personal safety of pupils, staff and visitors and reduce the fear of crime.

· To support the policy in a bid to detect, investigate and deter crime.

· To assist in identifying, apprehending and prosecuting offenders.

· To protect members of the public and private property.

· To assist in the Health and Safety management of the school.

It is important to note that CCTV is not employed to watch individual pupils or members of staff undertaking their day to day activities or to monitor their performance, unless there is cause for concern on conduct which could impact on the health and safety of other pupils and members of staff.
Statements of Intent
The CCTV scheme will be registered with the Information Commissioner under the terms of the GDPR and will seek to comply with the requirements both of the GDPR and Commissioner’s Code of Practice.

The school will treat the system and all information, documents and recordings obtained and used as data which is protected under the GDPR.

Cameras will be used to monitor activities within the school and its car parks and other public areas to identify criminal activity actually occurring, anticipated or perceived, and for the purpose of securing safety and wellbeing of the school community, together with visitors.

Staff have been instructed that static cameras are not to focus on private homes, gardens and other areas of private property.

Materials or knowledge as a result of CCTV will not be used for any commercial purpose. DVDs will only be released to the media for use in the investigation of a specific crime and with written authority of the police. DVDs will never be released to the media for the purposes of entertainment.

The layout of the CCTV system has endeavoured to ensure that system will give maximum effectiveness and efficiency but is not possible to guarantee that the system will cover or detect every single incident taking place in the areas covered.

Operation of the System
The CCTV System will be administered and managed overall by the 
Headteacher and designated members of SLT.

The day to day management will be the responsibility of both the Senior Leadership Team.
The CCTV system will be operated 24 hours each day, every day of the year. 

Control Room
CCTV facilities are located in the Safeguarding and Attendance office in Bishopton KS3/4 building and in the Outreach Officers office in Bishopton KS3 building.

Access to the CCTV facilities will be strictly limited to members of the Senior Leadership Team and members of the Safeguarding Team and the Monitoring Company who installed the system.

If maintenance and out of hours maintenance arises, the SLT must be satisfied of the identity and proposes of the contractors before allowing entry.

Full details of visitors including time and date or entry and exit will be recorded via the Petch Log Book.
When not manned, the operating system will be kept secure.

Administrative functions will include maintaining DVDs and hard disc space, filing and maintaining occurrence and system maintenance logs (see Appendices).

Monitoring Procedures
Camera surveillance will be operational at all times.

A number of monitors are installed in the control room to which pictures will be continuously recorded and saved to hard drive.

Members of the SLT will only be able to access a month’s worth of stored footage, after that the hard drive can only be accessed by the Monitoring Company at the request of the Police.

USB Procedures
In order to preserve the integrity of the USBs used to record events from the hard drive and the facility to use them in any future proceedings, the following procedures for their use and retention will be strictly adhered to:

· All USBs released to the Police will be logged.
· Police will be encouraged to video the CCTV using their own devices to avoid misplacement of USBs.

· Any footage recorded by the Police will be logged.
· Applications received by outside bodies e.g. Solicitors will be referred to the Head teacher, in these circumstances USBs will only be released where satisfactory documentary evidence is produced showing that they are required for legal proceedings, a subject access request or a court order. A fee will be charged of £10 to cover materials.
· Any footage downloaded to a USB will be logged.

· The USB will be identified as CCTV USB and will be used for all CCTV footage and kept by Mr Stevens.
Breaches of Code of Practice
Any breach of the code of practice by school staff will be immediately investigated by the Head teacher in order to take the appropriate disciplinary action.

In serious breaches of the code, advice will be taken from the Local Area Designated Officer in accordance with the school’s Safeguarding procedures.

Complaints
Any complaints about the school’s CCTV system should be addressed to the Head teacher. Complaints will be investigated in accordance with breaches of code.

Individual Subject Access
In accordance with the GDPR individual subjects to whom personal data relates have the right to the data held about themselves, including CCTV footage.

Requests for subject access must be made in writing to the Head teacher and will incur a charge of £10.
Roles & Responsibilities
The following staff have access to the CCTV system and have the following roles and responsibilities:

· Emily Carr – Head teacher and DSL, with overall responsibility

· Rachel Campbell - Head teacher and DSL, with overall responsibility

· Claire Thompson – Assistant Headteacher and Deputy Designated Safeguarding Lead

· Claire Fletcher - School Business Manager, Responsible for keeping logs up to date of maintenance and services by Petch.

· Jemma Cruces – Safeguarding and Wellbeing Officer and member of Safeguarding Team 

· Lindsay Davies – Attendance and Parent Support Officer and member of Safeguarding Team 

· Kathryn Dack – Outreach support Officer, Mental Health Lead and member of Safeguarding Team 
Monitoring and Evaluation
CCTV usage is monitored and evaluated termly by the SLT. 
The Head teacher produces a termly report to the Management Committee, which provides updates and detailed information about CCTV and its efficacy.
UN Convention of the Rights of the Child (UNCRC)
Bishopton is a Rights Respecting School. Based on the principles of equality, dignity, respect, non-discrimination and participation. It places the rights of the child at the heart of everything it does including school policy and strategic planning. Our school community ensures that rights are learned, taught, practised, respected, protected and promoted. There are 54 articles in the UNCRC, (for a copy of these please ask the Rights Respecting Steering Group Chair) the following articles specifically underpin this policy:
	Article:
	Summary:

	3
	Best interests of the child

	6
	Life, survival and development

	8
	Protection and preservation of identity

	16
	Right to privacy

	19
	Protection from violence, abuse and neglect

	40
	Juvenile justice

	41
	Respect for higher national standards


Appendix A
General Data Protection Regulation (GDPR) 2018
GDPR 2018 relates to data processing of all types. The definition of data under the regulation includes information which is being processed by equipment operating automatically in response to instructions given for that purpose or is recorded with the intention that it should be processed by means of such equipment.

The definition of Processing is much wider in its scope than previous legislation and includes obtaining, recording or holding information or data, or carrying out any operation or set of operations on the data, organisation of the data by transmission, dissemination, or otherwise making available, alignment, combination, blocking, erasure or destruction.

Data in the case of CCTV recordings is in the form of recorded images of individuals that can be identified from these images.

Having regard for these definitions, it will be recognised that the use of CCTV for surveillance purposes is encompassed by the requirements of the GDPR.
GDPR principles which the school, as a data controller, must comply with (unless a specific exemption applies) are set out below:
1. Personal data shall be processed fairly and lawfully.

2. Personal data shall be obtained only for one or more specified and lawful purposes.
3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.
4. Personal data shall be accurate and where necessary, kept up to date.
5. Personal data shall not be kept for longer than is necessary.
6. Personal data shall be processed in accordance with the rights of data subjects under the regulation.
7. Appropriate measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or damage to it.
8. Personal data shall not be transferred to a country outside the European Economic Area without adequate safeguards.
Appendix B
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Marsh House Avenue

Billingham

Stockton-On-Tees

TS23 3HB

Tel: 01642 566369

Email: bishoptonpru@sbcschools.org.uk

www.bishoptoncentre.org.uk 
Visitors 

Visitors wishing to gain access to CCTV system for maintenance, repairs, etc, or to view Data as part of an investigation, i.e. Police, HMRC, UKBA, DWP, PO investigations, etc, or members of the public in connection with a Subject Access request MUST log on and off site in the CCTV Register.

Signed  …………………………………………………………………………….

Dated   …………………………………………………………………………….
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Appendix C
	CCTV DATA DOWLOAD LOG



	Reference Number:


	

	Date of Download:


	

	Camera Number:


	

	Location of Camera:
	

	Start Time:


	
	End Time:
	

	Device used to Downloaded:
	DVD / USB 



	Downloaded by:
	

	Reason for download:



	Viewed By:
	

	Footage passed on to outside agencies:
	YES
	NO

	If yes please state agency and device given to agency (i.e. DVD/USB)


	Date given to agency:
	
	Signed:
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