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This policy gives guidance on the school’s policy and procedures for staying safe online and should be read alongside Behaviour and Relationships and Safeguarding Policy.
Introduction
Today, children, young people and adults interact with technologies such as smart phones, games consoles, tablets and the internet on a daily basis and experience a wide range of opportunities, attitudes and situations. The exchange of information, ideas, social interaction and learning opportunities involved are greatly beneficial to all, but occasionally place children, young people and adults in danger.

The online safety policy covers issues relating to children and young people as well as adults and their safe use of the internet, smart phones and other electronic communications technologies, both in and out of school. It includes education for all members of the school community on risks and responsibilities and is part of the “duty of care” which applies to everyone working with children and young people.
The online safety policy forms part of many different school policies, included are the Child Protection, Safeguarding and Anti-Bullying. The online safety policy also relates to the school development plan and policies on behaviour management, and curriculum guidance on PSHE and Citizenship.

The Co-Headteachers and Governing Body and school staff have a legal responsibility to safeguard children and young people, and this includes online activity. Therefore, the school has appointed an online safety Coordinator and a member of the Governing Body to take lead responsibility for online safety. The policy is agreed by the Senior Leadership Team and Governing Body and will be reviewed annually.
The school online safety Coordinator is Kirsty Walsh.
Member of the Governing Body representative is Lorna McLean.
Teaching and Learning
A number of studies carried out recently have identified the educational benefits to be gained through the appropriate use of the internet including:

· Access to worldwide educational recourses including museums and art galleries.

· Inclusion in the National Education Network which connects all UK schools.

· Educational and cultural exchanges between pupils worldwide.

· Vocational, social and leisure use in libraries, clubs and at home.

· Access to experts in many fields for pupils and staff.

· Professional development for staff with access to national developments, educational materials and effective curriculum practise.
· Access to learning wherever and whenever convenient.
Within the school community internet use is part of the statutory curriculum and is a necessary tool for learning and the school has a duty to provide pupils with quality internet access as part of their learning experience. Internet use is an entitlement for all pupils who use the internet widely outside school and need to learn how to evaluate information they receive and take care of their own safety and security. 

It is a necessary part of the school’s delivery plan to support children and young people to evaluate the quality of information they receive via the media in all forms and develop critical skills. Specifically, information received via the internet, email or text message requires even better information handling and digital literacy skills not least because it may be difficult to determine origin, intent and accuracy therefore a whole curriculum approach is required. In school:

· Pupils will be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.

· Pupils will use age-appropriate tools to research internet content.

· The evaluation of online materials is a part of teaching and learning in every subject and will be viewed as a whole-school requirement across the curriculum.
Online Safety in the Curriculum 

The school provides opportunities within a range of curriculum areas to teach about online safety. Educating pupils on the dangers of technologies that could be encountered outside school is done informally when opportunities arise and as part of the IT curriculum.
The teaching of online safety focuses on helping children to recognise inappropriate content, conduct, contact and commercialism and helps them learn how to respond or react appropriately. 

Pupils are aware of the impact of online bullying and know how to seek help if these issues affect them. Pupils know how to seek advice or help if they experience problems when using the internet and related technologies, i.e., parent/ carer, teacher/ trusted staff member, or an organisation such as Childline or CEOP report abuse button.
Managing Information Systems
It is important to regularly review the security of the whole ICT and Communication system adopted in each site of Bishopton.  Therefore, the following procedures will be followed:

· Virus protection will be updated regularly.

· The security of the school information systems and users will be reviewed regularly.

· Personal data sent over the internet or taken off site will be encrypted.
· Portable media may not be used without specific permission followed by an anti-virus/malware scan.

· Unapproved software will not be allowed in work areas or attached to an email.

· Files held on the school’s network will be regularly checked.

· The ICT Coordinator will review system capacity regularly.

· The use of user logins and passwords to access the school network will be enforced.

Emails

Emails are an essential means of communication for both staff and pupils. Directed email use can bring significant educational benefits. However, it is essential that systems are in place to ensure we are safeguarded against spam, phishing and virus attachments as well as data protection.

The following applies to the school:

· Pupils may only use approved email accounts for school purposes.

· Pupils must immediately tell a designated member of staff if they receive an offensive email.

· Pupils must not reveal personal information about themselves or others (including staff) in email communication.

· Staff will only use official school provided email accounts to communicate with pupils and parents/carers.

· The forwarding of chain messages is not permitted.
· Staff will password protect all personal data attached to an email.

The school has a website, and Facebook page, which can be used to celebrate pupil’s work, promote the school and publish resources and reports to keep all key stakeholders informed of all that we do, and the following procedures apply:

· Staff and pupil details will not be published on the website.

· Email addresses will be published carefully online to avoid being harvested for spam (e.g., by replacing @ with AT)

· The Co-Headteachers will take overall editorial responsibility for online content published by the school and will ensure that content published is accurate and appropriate.
· The school website will comply with the school’s guidelines for publications including respect for intellectual property rights, privacy policies and copyright.

The use of digital images of children and young people is also referenced in the school’s Digital Image Policy and will be handled with due care and diligence.

· Pupils’ full names will never be published.

· Pupils in the care of the Local Authority will never have their images published for public information, unless agreed by carer.
· Written consent will be sought by pupils and parents/carers on admission to the school and can be withdrawn at any time.
Social Networking, social media and personal publishing

The internet has constantly evolving online spaces and social networks which allow individuals to publish unmediated content. Social networking sites can connect people with similar or very different interests. Users can be invited to view personal spaces and leave comments, over which there may be limited control.
At Bishopton, pupils will be encouraged through the curriculum to think about the ease of uploading personal information, the associated dangers and the difficulty in removing an inappropriate image or information once published.

Similarly, through CPD all staff will be made aware of the potential risks in using social networking sites of personal publishing either professionally with pupils or personally. They will also be aware of the importance of considering the material they post, ensuring profiles are secured and how publishing unsuitable material may affect their professional status. 
· The school will control access to social media and social networking sites.

· Pupils will be advised never to give out personal information which may identify them or their location.

· Staff wishing to use social media tools with pupils as part of the curriculum will risk assess the sites before use and check the sites terms and conditions to ensure the site is age appropriate. Staff will obtain documented consent from the Senior Leadership Team before using social media in the classroom.

· Staff official blogs or wikis should be password protected and run from the school website with approval from SLT.

· Pupils will be advised on security and privacy online and will be encouraged to set passwords, deny access to unknown individuals and to block unwanted communications.

· All members of the school community are advised not to publish specific and detailed private thoughts, especially those that may be considered threatening, hurtful or defamatory.

· Concerns regarding students’ use of social networking, media and personal publishing sites (in and out of school) will be raised with their parents or carers, particularly with the use of 18+ sites.
· Staff personal use of social networking, social media and personal publishing sites will be discussed as part of staff induction and safe and professional behaviour will be outlined in the school’s Acceptable Use document. (Appendix B)
· Staff will be strongly advised not to be “friends” with any children, young people or families they work with on social networking sites.

Filtering

Access controls commonly described as filtering are managed centrally in Stockton-on-Tees by the One IT Services and Solutions Team. Currently the TMG (Threat Management Gateway) is used soon to be moving to the Smoothwall Filtering Solution; both employ a category-based filtering system which will for example block gaming unless it is educational. There is dynamic filtering on all email accounts, Office 365 has multiple layers of spam and virus protection, NOD also integrates with outlook for attachments scanning. If members of the school community happen up an inappropriate site or receive an email with malicious content that has managed to get through the filtering system, then it must be reported to the One IT Services and Solutions Team via the Helpdesk.
Managing Internet Access
The school will allocate internet access to staff and pupils on the basis of educational need. In general terms all staff and pupils will have access to the internet unless there are circumstances which may require a suspension of access or access under restricted supervision.
· All staff will read and sign the Acceptable Use document. (Appendix B)
· All students to read and sign the Acceptable Use Document. (Appendix C)
· Parents/carers will be asked to read the Acceptable Use Document for Pupils and discuss it with their child where appropriate. (Appendix C)
· All visitors to the school site who require access to the school’s network or internet will be asked to read and sign the Acceptable Use document. (Appendix B)
Managing Incidents of Concern
Internet technologies and electronic communications provide children and young people with exciting opportunities to broaden their learning experiences and develop creativity in and out of school. However, it is important to consider risks associated with the way these technologies can be used.  Bishopton seeks to develop the skills that children and young people need when communicating and using technologies enabling them to keep safe and secure and act with respect for others. Incidents of concern may include unconsidered jokes and comments, inappropriate actions and illegal activity, the school will take the following steps to minimise risk:

· All relevant staff will be made aware of potential incidents of concern and will know to report to the e-safety coordinator in the first instance who will then decide what action to take.
· Co-Headteachers, online safety coordinator and safeguarding officer alerted when inappropriate material is searched, so action can be taken immediately. 
· The e-safety coordinator will record all reported incidents and actions taken in the relevant logs e.g., Bullying and Child Protection.

· The Designated Safeguarding lead will be informed of any e-safety breaches involving Child Protection concerns, which will then be escalated appropriately.

· The school will manage e-safety incidents in accordance with the school behaviour policy where appropriate.
· The school will inform parents/carers of any incidents of concern as and when necessary.

· After any investigations are completed, the school will debrief, identify lessons learnt and implement any changes required.

· Where there is cause for concern or fear that illegal activity has taken place or is taking place then the school will contact will the Local Area Designated officer for Safeguarding and CEOP (Child Exploitation and Online Protection).
Managing online safety Complaints
Parents/Carer, children and young people and staff should all be aware of the school complaints procedure therefore complaints about internet misuse will be dealt with under the complaint’s procedure. Any complaint about staff misuse will be reported to the Head Teacher.

· Parents/carers and pupils will need to work in partnership with the school to resolve issues. (Appendix C)
· Any issues will be dealt with according to the school’s behaviour policy and Safeguarding procedures.

Managing Cyber bullying

Cyber bullying can be defined as “The use of Information Communication Technology, particularly mobile phones and the internet to deliberately hurt or upset someone” DCSF 2007

When children and young people are the target of bullying via mobile phones, gaming or the internet they can often feel very alone, particularly if the adults around them do not understand cyber bullying and its effects. A once previously safe and enjoyable environment or activity can become threatening, harmful, humiliating and a source of anxiety. It is essential that the whole school community and parents/carers understand how cyber bullying is different from other forms of bullying, how it can affect people and how to respond to combat the issue

While bullying in itself is not a specific criminal offence in the UK, it is important to bear in mind that some types of harassing or threatening behaviour or communications could be a criminal offence under the following acts:

Protection from Harassment Act 1997

Malicious Communications Act 1988

Communications Act 2003

Public Order Act 1986

If the school believes that an offence has been committed the e-safety coordinator must seek advice from CEOP or the local police.

Other school procedures are set out in the school’s Anti-Bullying Policy.

Managing the use of Mobile Phones and other devices
Mobile phones and other personal devices such as tablets, games consoles, PDAs and MP3 players etc. are considered to be an everyday item in today’s society and even children in early years settings may own and use personal devices.

Mobile phones and other internet enabled devices can be used to communicate in a variety of ways with texting, camera phones and internet accesses all common features.

However, mobile phones can present a number of problems when not used appropriately:

· They are valuable items which may be stolen or damaged.

· Their use can render pupils or staff subject to cyberbullying.

· Internet access on phones and personal devices can allow pupils to bypass school security settings and filtering.

· They can undermine classroom discipline as they can be used on silent mode.

· Mobile phones with integrated cameras could lead to child protection, bullying and data protection issues with regard to inappropriate capture, use or distribution of images of pupils or staff.

It is therefore the school’s policy to request that all children and young people either leave their mobile phones at home or if they do bring them to school, they will have to hand them in at before entering building where they will be kept in a named wallet. Failure to comply with this rule will be dealt with through the school’s behaviour policy.

Any child or young person experiencing issues at home who may require the use of a mobile during the day can do so out of class and under the supervision of a member of staff.

· The sending of abusive or inappropriate messages or content via mobile phones is forbidden by any member of the school community and any breaches will be dealt with via the school’s behaviour policy with a letter going straight to the parents/carers.
· If it is felt that a phone contains inappropriate material, it will be confiscated, and pupils may be searched by a member of the SLT if it is felt that it is in breach of the acts previously mentioned. Parental consent will be sought for this. If it is felt that the phone contains evidence relating to a criminal offence it will be handed to the police for further investigation.
· Staff’s use of mobile phones will not be permitted during any lesson with children and young people (this applies to all external training providers).

· Staff are not permitted to contact children, young people and families with their own personal mobile phone. There will be school mobile phones available to carry out this function.

Roles and Responsibilities
As online safety is an important aspect of strategic leadership within the school, the Head and governors have ultimate responsibility to ensure that the policy and practices are embedded and monitored. Although all employees have a responsibility to report and log any concerns or inappropriate use of the internet. 
This policy, supported by the school’s acceptable use agreement, is to protect the interests and safety of the whole school community.  This policy is linked to the following school policies: Child Protection, Behaviour & Relationships, Anti-bullying and PHSE.
Monitoring and Evaluation 
All staff will be given the online safety Policy and its importance explained. Staff will sign an Acceptable Use Agreement.  

Use of internet and E Safety will be monitored on a half-termly basis, and the E Safety Lead will produce a half-termly analysis document. 
UN Convention of the Rights of the Child (UNCRC)
The Bishopton Centre is a Rights Respecting School. Based on the principles of equality, dignity, respect, non-discrimination and participation. It places the rights of the child at the heart of everything it does including school policy and strategic planning. Our school community ensures that rights are learned, taught, practised, respected, protected and promoted. There are 54 articles in the UNCRC, (for a copy of these please ask the Rights Respecting Steering Group Chair) the following articles specifically underpin this policy:
	Article:
	Summary:

	1
	Definition of a child

	3
	Best interests of a child

	5
	Parental guidance and a child’s evolving capacities

	6
	Life, survival and development

	8
	Protection and preservation of identity

	9
	Separation from parents

	11
	Abduction and non-return of children

	12
	Respect for the views of the child

	13
	Freedom of expression

	14
	Freedom of thought, belief and religion

	15
	Freedom of association

	16
	Right to privacy

	17
	Access to information from the media

	19
	Protection from violence, abuse and neglect

	31
	Leisure, play and culture

	34
	Sexual exploitation

	35
	Abduction, sale and trafficking

	36
	Other forms of exploitation

	37
	Inhumane treatment and detention

	38
	War and armed conflicts

	40
	Juvenile justice

	41
	Respect for higher national standards

	42
	Knowledge of the rights of a child
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INTERNET ACCESS

	Date:
	

	Name of Young Person:
	

	Parent/Carer:
	

	Year Group:
	


I hereby give permission for………………………………to access the Internet with the permission of the teacher in charge.

I understand and agree with Bishopton’s acceptable use of ICT policy for use of this equipment, and I am aware that inappropriate use of the internet by my child will be dealt with in conjunction with the student user protocol. 

Parent/Carer Signature: …………………………………………………………
Date: ………………………………………………………………………………
As a user of the Internet at Bishopton, I agree to comply with the Bishopton rules on its use. I will use the network in a responsible way and observe all the restrictions explained to me by staff. I realise that any contravention of the rules may result in sanctions being applied and will, in serious cases, result in a disciplinary procedure. If I break any of these rules, then my use of ICT in the Centre may be limited or completely stopped. My activities may also be reported to other people.

Pupil Signature:……………………………………………………………………….
Date:……………………………………………………………………………………
For further information regarding acceptable ICT use, please see Bishopton’s Online Safety Policy. 

Appendix B
ACCEPTABLE INTERNET USE - STATEMENT FOR ALL SCHOOL STAFF

The computer system is owned by the school and is made available to pupils to further their education and to staff to enhance their professional activities including teaching, research, administration and management. The school has an Internet Access Policy drawn up to protect all parties – the pupils, the staff and the school.

The school reserves the right to examine or delete any files that may be held on its computer system, or to monitor any Internet sites visited.

· Access should only be made via an authorised account and password, which should not be made available to any other person.

· The security of the ICT system must not be compromised, whether owned by the school, Stockton Borough Council, or any other organisation.

· All Internet use should be appropriate to staff professional activity or to students’ education.

· Sites and materials accessed must be appropriate to work in school. Users will recognise materials that are inappropriate and should expect to have their access removed.

· Users are responsible for all e-mails sent and for contacts made that may result in e-mail being received.

· The same professional levels of language and content should be applied as for letters or other media, particularly as e-mail is often forwarded.

· Posting anonymous messages and forwarding chain letters is forbidden.

· Copyright of materials and intellectual property rights must be respected.

· The school’s ICT system may be used for private purposes, but following guidelines established by the school.

· Use for personal gain, gambling, political purposes or advertising is forbidden.

· Closed discussion groups can be useful, but the use of public chat rooms is not allowed.

Teachers are reminded that they should not deliberately seek out inappropriate or offensive materials on the Internet and that they are subject to the LEA’s recommended disciplinary procedures for teaching and non-teaching staff should they do so.

Staff should sign a copy of this Acceptable Internet Use Statement and return it to the Head Teacher.

	Name:
	
	Post:
	

	Signature:
	
	Date:
	

	Approved:
	
	Date:
	



Appendix C
ACCEPTABLE INTERNET USE - STATEMENT FOR ALL SCHOOL STUDENTS

The computer system is owned by the school and is made available to pupils to further their education and to staff to enhance their professional activities including teaching, research, administration and management. The school has an Internet Access Policy drawn up to protect all parties – the pupils, the staff and the school.

The school reserves the right to examine or delete any files that may be held on its computer system, or to monitor any Internet sites visited.

· Access should only be made via an authorised account and password, which should not be made available to any other person.

· The security of the ICT system must not be compromised, whether owned by the school, Stockton Borough Council, or any other organisation.

· All Internet use should be appropriate to students’ education.

· Sites and materials accessed must be appropriate to work in school. Users will recognise materials that are inappropriate and should expect to have their access removed.
· No access to social media will be granted.
· Users are responsible for all e-mails sent and for contacts made that may result in e-mail being received.

· The same professional levels of language and content should be applied as for letters or other media, particularly as e-mail is often forwarded.

· Posting anonymous messages and forwarding chain letters is forbidden.

· Copyright of materials and intellectual property rights must be respected.

· The school’s ICT system may be used for private purposes, but following guidelines established by the school and with teachers’ permission. 
· Use for personal gain, gambling, political purposes or advertising is forbidden.
Students are reminded that they should not deliberately seek out inappropriate or offensive materials on the Internet. And will follow the below rules and guidance

· I will not attempt to bypass the internet filtering system. 
· I understand that all my use of the Internet and other related technologies can be monitored and logged and can be made available to my teachers. 
· I understand that these rules are designed to keep me safe and that if they are not followed, school sanctions will be applied, and my parent/ carer will be contacted.
· I understand that these rules are designed to keep me safe and that if they are not followed, school sanctions will be applied, and my parent/ carer will be contacted.
· I understand that these rules are designed to keep me safe and that if they are not followed, school sanctions will be applied, and my parent/ carer will be contacted.
·  I understand that these rules are designed to keep me safe and that if they are not followed, school sanctions will be applied, and my parent/ carer will be contacted.
·  I understand that the school may check my computer files and may monitor the Internet sites I visit.  
·  Images of pupils and/ or staff will only be taken, stored and used for school purposes in line with school policy and not be distributed outside the school network without the permission.   
·  I will ensure that my online activity, both in school and outside school, will not cause my school, the staff, pupils or others distress or bring into disrepute. 
·  I will support the school approach to online safety and not deliberately upload or add any images, video, sounds or text that could upset or offend any member of the school community.
· I will open email attachments from people I know are safe.
· I will not access other people's folders without permission.

The school cannot accept any responsibility for access to the internet outside of school even if children are researching a topic related to school.
Students should sign a copy of this Acceptable Internet Use Statement and return it to the school.
	Name:
	
	Post:
	

	Signature:
	
	Date:
	

	Approved:
	
	Date:
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